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1. Scope and Audience

The TPCA main specification is an industry specification that enables trust in computing platforms in general.
The main specification is broken into parts to make the role of each document clear. A version of the
specification (like 1.2) requires all parts to be a complete specification.

This is Part 3 the structures that the TPM will use.

This document is an industry specification that enables trust in computing platforms in general.

1.1 Key words

The key words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD,” “SHOULD NOT,”
“RECOMMENDED,” “MAY,” and “OPTIONAL” in the chapters 2-10 normative statements are to be interpreted
as described in [RFC-2119].

1.2 Statement Type

Please note a very important distinction between different sections of text throughout this document. You
will encounter two distinctive kinds of text: informative comment and normative statements. Because most
of the text in this specification will be of the kind normative statements, the authors have informally defined
it as the default and, as such, have specifically called out text of the kind informative comment. They have
done this by flagging the beginning and end of each informative comment and highlighting its text in gray.
This means that unless text is specifically marked as of the kind informative comment, you can consider it of
the kind normative statements.

For example:

Start of informative comment:

This is the first paragraph of 1-n paragraphs containing text of the kind informative comment ...
This is the second paragraph of text of the kind informative comment ...

This is the nth paragraph of text of the kind informative comment ...

To understand the TPM specification the user must read the specification. (This use of MUST does not require
any action).

End of informative comment.

This is the first paragraph of one or more paragraphs (and/or sections) containing the text of the kind
normative statements ...

To understand the TPM specification the user MUST read the specification. (This use of MUST indicates a
keyword usage and requires an action).
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2. Description and TODO

This document is to show the changes necessary to create the 1.2 version of the TCG specification. Some of
the sections are brand new text; some are rewritten sections of the 1.1 version. Upon approval of the 1.2
changes, there will be a merging of the 1.1 and 1.2 versions to create a single 1.2 document.
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3. Admin Startup and State

Start of informative comment:
This section is the commands that start a TPM.

End of informative comment.
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3.1 TPM_lInit

Start of informative comment:

TPM_Init is a physical method of initializing a TPM. There is no TPM_Init ordinal as this is a platform message
sent on the platform internals to the TPM. On a PC this command arrives at the TPM via the LPC bus and
informs the TPM that the platform is performing a boot process.

TPM_Init puts the TPM into a state where it waits for the command TPM_Startup (which specifies the type of
initialization that is required.

End of informative comment.
Definition

TPM Init();
Type

Operation of the TPM. This is not a command that any software can execute. It is inherent in the design of
the TPM and the platform that the TPM resides on.

Parameters
None
Description

1. The TPM_Init signal indicates to the TPM that platform initialization is taking place. The TPM SHALL set
the TPM into a state such that the only legal command to receive after the TPM_Init is the TPM_Startup
command. The TPM_Startup will further indicate to the TPM how to handle and initialize the TPM
resources.

2. The platform design MUST be that the TPM is not the only component undergoing initialization. If the
TPM_Init signal forces the TPM to perform initialization then the platform MUST ensure that ALL
components of the platform receive an initialization signal. This is to prevent an attacker from causing
the TPM to initialize to a state where various masquerades are allowable. For instance, on a PC causing
the TPM to initialize and expect measurements in PCRO but the remainder of the platform does not
initialize.

3. The design of the TPM MUST be such that the ONLY mechanism that signals TPM_Init also signals
initialization to the other platform components.

Actions
1. The TPM sets TPM_STANY_FLAGS -> postlnitialise to TRUE.
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3.2 TPM_Startup

Start of informative comment:

TPM_Startup is always preceded by TPM_Init, which is the physical indication (a system-wide reset) that TPM
initialization is necessary.

There are many events on a platform that can cause a reset and the response to these events can require
different operations to occur on the TPM. The mere reset indication does not contain sufficient information
to inform the TPM as to what type of reset is occurring. Additional information known by the platform
initialization code needs transmitting to the TPM. The TPM_Startup command provides the mechanism to
transmit the information.

The TPM can startup in three different modes:
A “clear” start where all variables go back to their default or non-volatile set state

A “save” start where the TPM recovers appropriate information and restores various values based on a prior
TPM_SaveState. This recovery requires an invocation of TPM_Init to be successful.

A “deactivated” start where the TPM turns itself off and requires another TPM_Init before the TPM will
execute in a fully operational state.

End of informative comment.

Incoming Parameters and Sizes

PARAM HMAC

Type Name Description
# | Sz # | sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_ORD_Startup
4 2 TPM_STARTUP_TYPE startupType Type of startup that is occurring

Outgoing Parameters and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.

Description
TPM_Startup MUST be generated by a trusted entity (the RTM or the TPM, for example).
Actions
1. If TPM_STANY_FLAGS -> postlinitialise is FALSE,
a. Then the TPM MUST return TPM_INVALID_POSTINIT, and exit this capability
2. |If stType = TPM_ST_CLEAR

a. Ensure that sessions associated with resources TPM_RT_CONTEXT, TPM_RT_AUTH and TPM_RT_TRANS
are invalidated
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Reset PCR values to each correct default value

Set the following TPM_STCLEAR_FLAGS to their default state

i. PhysicalPresence

ii. PhysicalPresencelock

iii. disableForceClear

The TPM MAY initialize auditDigest to NULL

i. If not initialized to NULL the TPM SHALL ensure that auditDigest contains a valid value

ii. If initialization fails the TPM SHALL set auditDigest to NULL and SHALL set the internal TPM state
so that the TPM returns TPM_FAILED_SELFTEST to all subsequent commands.

The TPM SHALL set TPM_STCLEAR_FLAGS -> deactivated to the same state as TPM_PERMANENT_FLAGS
-> deactivated

The TPM MUST set the TPM_STANY_DATA fields to:

i. TPM_STANY_DATA->contextNonceSession is set to NULLS

ii. TPM_STANY_DATA->contextCount is set to O

iii. TPM_STANY_DATA->contextList is set to 0

The TPM MUST set TPM_STCLEAR_DATA fields to:

i. Invalidate contextNonceKey

ii. countlID to NULL

iii. bGlobalLock to FALSE

Determine which keys should remain in the TPM

i. For each key that has a valid preserved value in the TPM
(1) if parentPCRStatus is TRUE then call TPM_FlushSpecific(keyHandle)
(2) if IsVolatile is TRUE then call TPM_FlushSpecifid(keyHandle)

3. If stType = TPM_ST_STATE

a. If the TPM has no state to restore the TPM MUST set the internal state such that it returns
TPM_FAILED_SELFTEST to all subsequent commands
b. The TPM MAY determine for each session type (authorization, transport...) to release or maintain the
session information. The TPM reports how it manages sessions in the GetCapability command.
c. The TPM SHALL take all necessary actions to ensure that all PCRs contain valid preserved values. If
the TPM is unable to successfully complete these actions, it SHALL enter the TPM failure mode.
d. The TPM MAY initialize auditDigest to NULL
i. Otherwise, the TPM SHALL take all actions necessary to ensure that auditDigest contains a valid
value. If the TPM is unable to successfully complete these actions, the TPM SHALL initialize
auditDigest to NULL and SHALL set the internal set such that the TPM returns
TPM_FAILED_SELFTEST to all subsequent commands.
e. The TPM MUST restore the following flags to their preserved states:
i. TPM_STCLEAR_FLAGS -> PhysicalPresence
ii. TPM_STCLEAR_FLAGS -> PhysicalPresencelLock
iii. TPM_STCLEAR_FLAGS -> deactivated
Revision 62 2 October 2003 Published Page 6 of257
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iv. TPM_STCLEAR_FLAGS -> disableForceClear
f. The TPM MUST restore all keys that have been saved

g. The TPM resumes normal operation. If the TPM is unable to resume normal operation, it SHALL enter
the TPM failure mode.

4. |If stType = TPM_ST_DEACTIVATED
a. Invalidate sessions
i. Ensure that all resources associated with saved and active sessions are invalidated
b. The TPM MUST set TPM_STCLEAR_FLAGS -> deactivated to TRUE
c. The TPM MUST invalidate any explicitly preserved state
i. The TPM MUST ensure that state associated with TPM_SaveState is invalidated
5. The TPM MUST set TPM_STANY_FLAGS -> postlnitialise to FALSE
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3.3 TPM_SaveState

Start of informative comment:

This warns a TPM to save some state information.

If the relevant shielded storage is non-volatile, this command need have no effect.

If the relevant shielded storage is volatile and the TPM alone is unable to detect the loss of external power in
time to move data to non-volatile memory, this command should be presented before the TPM enters a low or
no power state.

End of informative comment.

Incoming Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_ORD_SaveState.

Outgoing Parameters and Sizes

PARAM HMAC

Type Name Description
# [ sz # | sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.

Description

1. Preserved values MUST be non-volatile.

2. If data is never stored in a volatile medium, that data MAY be used as preserved data. In such cases, no
explicit action may be required to preserve that data.

3. If an explicit action is required to preserve data, it MUST be possible for the TPM to determine whether
preserved data is valid.

4. If the parameter mirrored by a preserved value is altered, the preserved value MUST be declared invalid.
If the parameter mirrored by any preserved value is altered, all preserved values MAY be declared
invalid.

Actions

1. Store PCR contents except for
a. If the PCR attribute pcrReset is TRUE
b. PCR 15 (debug PCR)

2. The auditDigest MUST be handled according to the audit requirements as reported by TPM_GetCapability
Handle TPM_STANY_DATA -> currentTicks according to the values returned by tickType

4. All values in TPM_STCLEAR_DATA MUST be preserved
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5. All values in TPM_STCLEAR_FLAGS MUST be preserved

6. The contents of any key that is currently loaded SHOULD be preserved if the key's parentPCRStatus
indicator is FALSE and its IsVolatile indicator is FALSE.

7. The contents of any key that has TPM_KEY_CONTROL_OWNER_EVICT set MUST be preserved
The contents of any key that is currently loaded MAY be preserved as reported by TPM_GetCapability

9. The contents of sessions (authorization, transport etc.) MAY be preserved as reported by
TPM_GetCapability
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4,

Admin Testing

41 TPM_SelfTestFull

Start of informative comment:
SelfTestFull tests all of the TPM capabilities.

End of informative comment.

Incoming Operands and Sizes

TCG Copyright

PARAM HMAC
Type Name Description
# Sz | # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_ORD_SelfTestFull
Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz | # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.
Actions

1.

TPM_SelfTestFull SHALL cause a TPM to perform self-test of each TPM internal function.

2. Failure of any test results in overall failure, and the TPM goes into failure mode.
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4.2 TPM_ContinueSelfTest

Start of informative comment:

TCG Copyright

CotinueSelfTest informs the TPM that it may complete the self test of all TPM functions.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_ORD_ContinueSelfTest
Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.
Actions

1.

If TPM_PERMANENT_FLAGS -> FIPS is TRUE

a.

Else

a.

The TPM MUST run ALL self-tests

The TPM MUST complete all self-tests that are outstanding
Instead of completing all outstanding self-tests the TPM MAY run all self-tests

The TPM SHALL immediately respond to the caller with a return code.

a.

When TPM_ContinueSelfTest finishes execution, it SHALL NOT respond to the caller with a return
code.

The TPM SHALL unilaterally execute the functions of TPM_ContinueSelfTest upon receipt of a command
that calls a capability-X that uses untested TPM functions. If the self-test fails, the TPM SHALL return the
error code TPM_FAILEDSELFTEST. If the self-test passes, the TPM SHALL execute capability-X.
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4.3 TPM_GetTestResult

Start of informative comment:

TPM_GetTestResult provides manufacturer specific information regarding the results of the self test. This
command will work when the TPM is in self test failure mode. The reason for allowing this command to
operate in the failure mode is to allow TPM manufacturers to obtain diagnostic information.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_ORD_GetTestResult

Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# | SZ | # | SZ
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.
4 4 UINT32 outDataSize The size of the outData area
5 <> BYTE[] outData The outData this is manufacturer specific
Actions

1. The TPM SHALL respond to this command with a manufacturer specific block of information that describes
the result of the latest self test.

2. The information MUST NOT contain any data that uniquely identifies an individual TPM.
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5. Admin Opt-in
5.1 TPM_SetOwnerinstall

Start of informative comment:

When enabled but without an owner this command sets the persistent flag that allows or disallows the ability
to insert an owner.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOwnerlnstall
4 1 BOOL state State to which ownership flag is to be set.

Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz | # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.

Action
1. If the TPM has a current owner, this command immediately returns with TPM_SUCCESS.

2. The TPM validates the assertion of physical access. The TPM then sets the value of
TPM_PERMANENT_FLAGS -> ownership to the value in state.
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5.2 TPM_OwnerSetDisable

Start of informative comment:

The TPM owner sets the persistent disable flag

End of informative comment.

Incoming Operands and Sizes

TCG Copyright

PARAM HMAC
Type Name Description
# | Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerSetDisable
4 1 28 1 BOOL disableState Value for disable state — enable if TRUE
5 4 TPM_AUTHHANDLE authHandle The authorization handle used for owner authorization.
2H1 20 J| TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 | 3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization handle
8 20 TPM_AUTHDATA ownerAuth The authorization digest for inputs and owner authorization. HMAC key:
ownerAuth.
Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# | Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerSetDisable
4 20 | 2H1 20 | TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth 1’\:(; :#Atz?hrﬁzation digest for the returned parameters. HMAC key:
Action
1. The TPM SHALL authenticate the command as coming from the TPM Owner. If unsuccessful, the TPM

SHALL return TPM_BAD_AUTH.

The TPM SHALL set the TPM_PERMANENT_FLAGS -> disable flag to the value in the disableState
parameter.
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5.3 TPM_PhysicalEnable

Start of informative comment:

TCG Copyright

Sets the persistent disable flag to FALSE using physical presence as authorization.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalEnablel
Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.
Action

1.

Validate that physical presence is being asserted, if not return TPM_BAD_PRESENCE
2. The TPM SHALL set the TPM_PERMANENT_FLAGS.disable value to FALSE.
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5.4 TPM_PhysicalDisable

Start of informative comment:

TCG Copyright

Sets the persistent disable flag to TRUE using physical presence as authorization

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalDisable
Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.
Action

1.

Validate that physical presence is being asserted, if not return TPM_BAD_PRESENCE
2. The TPM SHALL set the TPM_PERMANENT_FLAGS.disable value to TRUE.
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5.5 TPM_PhysicalSetDeactivated

Start of informative comment:
Enables the TPM using physical presence as authorization.
End of informative comment.

Incoming Operands and Sizes

PARAM HMAC

Type Name Description
# SZ | # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalSetDeactivated
4 1 BOOL state State to which deactivated flag is to be set.

Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.

Action

1. Validate that physical presence is being asserted, if not return TPM_BAD_PRESENCE
2. The TPM SHALL set the TPM_PERMANENT_FLAGS.deactivated flag to the value in the state parameter.
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5.6 TPM_SetTempDeactivated

Start of informative comment:

This command allows the operator of the platform to deactivate the TPM until the next boot of the platform.

This command requires operator authorization. The operator can provide the authorization by either the

TCG Copyright

assertion of physical presence or presenting the operation authorization value.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# | Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetTempDeactivated
5 4 2S 4 TPM_AUTHHANDLE authHandle The authorization handle used for operator authorization.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 | 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization handle
8 20 TPM_AUTHDATA operatorAuth HMAC key: operatorAuth
Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# | SZ # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerSetDisable
4 20 | 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth Zgzr:g?:;itzhaltion digest for the returned parameters. HMAC key:
Action
1. |If tag = TPM_TAG_REQ_AUTH1_COMMAND

3.

a.
b.

C.

Else

a.

Validate that authHandle is TPM_KH_OPERATOR, on error return TPM_INVALID_KEYHANDLE
If TPM_PERMANENT_FLAGS -> operator is FALSE return TPM_NOOPERATOR

Validate command and parameters using operatorAuth, on error return TPM_AUTHFAIL

If physical presence is not asserted the TPM MUST return TPM_BADPRESENCE
The TPM SHALL set the TPM_STCLEAR_FLAGS.deactivated flag to the value TRUE.
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5.7 TPM_SetOperatorAuth

Start of informative comment:
This command allows the setting of the operator authorization value.

There is no confidentiality applied to the operator authorization as the value is sent under the assumption of
being local to the platform. If there is a concern regarding the path between the TPM and the keyboard then
unless the keyboard is using encryption and a secure channel an attacker can read the values.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz | # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOperatorAuth
4 20 TPM_SECRET operatorAuth The operator authorization

Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz | # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.

Action

1. If physical presence is not asserted the TPM MUST return TPM_BADPRESENCE
2. The TPM SHALL set the TPM_PERSISTENT_DATA -> operatorAuth

3. The TPM SHALL set TPM_PERMANENT_FLAGS -> operator to TRUE
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6.

Admin Ownership

6.1 TPM_TakeOwnership

Start of informative comment:

TCG Copyright

This command inserts the TPM Ownership value into the TPM.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_TakeOwnership

4 2 2S 2 TPM_PROTOCOL_ID protocollD The ownership protocol in use.

5 4 38 4 UINT32 encOwnerAuthSize The size of the encOwnerAuth field

6 <> 4S <> BYTE[] encOwnerAuth The owner authorization data encrypted with PUBEK

7 4 58 4 UINT32 encSrkAuthSize The size of the encSrkAuth field

8 <> 6S <> BYTE[] encSrkAuth The SRK authorization data encrypted with PUBEK

9 < 75 < TPM_KEY srkParams eS;r(tJé:it;éea:glfgg:Eigg all parameters of new SRK. pubKey.keyLength &
10 4 TPM_AUTHHANDLE authHandle The authorization handle used for this command

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

1 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

12 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization handle

JE
Outgoing Operands and Sizes

PARAM HMAC

Type Name Description

# | Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag

3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_TakeOwnership
4 - 35 < | TPM_KEY stkPub gitructure containing all parameters of new SRK. srkPub.encData is set to
5 20 | 2H1 20 | TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active

7 20 TPM_AUTHDATA resAuth 1’\:(; :rlﬁz?hriszlth? digest for the returned parameters. HMAC key: the new
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Actions

1.

If TPM_PERMANENT_DATA -> ownerAuth is valid return TPM_OWNER_SET

2. If TPM_PERMANENT_FLAGS -> ownership is FALSE return TPM_INSTALL_DISABLED
3. If TPM_PERMANENT_DATA -> endorsementKey is invalid return TPM_NO_ENDORSEMENT
4. Verify that authHandle is of type OIAP on error return TPM_AUTHFAIL
5. Create A1 a TPM_SECRET by decrypting EncOwnerAuth using PRIVEK as the key
a. This requires that A1 was encrypted using the PUBEK
b. Validate that A1 is a length of 20 bytes, on error return TPM_BAD_KEY_PROPERTY
Validate the command and parameters using A1 and ownerAuth, on error return TPM_AUTHFAIL
7. Validate srkParams
a. If srkParams -> keyUsage is not TPM_KEY_STORAGE return TPM_INVALID_KEYUSAGE
b. If srkParams -> migratable is TRUE return TPM_INVALID_KEYUSAGE
c. |If srkParams -> algorithmParms -> algorithmID is NOT TPM_ALG_RSA return TPM_BAD_KEY_PROPERTY
d. If srkParams -> algorithmParms -> encScheme is NOT TPM_ES_RSAESOAEP_SHA1_MGF1 return
TPM_BAD_KEY_PROPERTY
e. If srkParams -> algorithmParms -> sigScheme is NOT TPM_SS_NONE return TPM_BAD_KEY_PROPERTY
If srkParams -> algorithmParms -> parms -> keyLength MUST be greater than or equal to 2048, on
error return TPM_BAD_KEY_PROPERTY
Generate K1 according to the srkParams on error return TPM_BAD_KEY_PROPERTY
9. Create A2 a TPM_SECRET by decrypting EncSrkAuth using the PRIVEK
a. This requires A2 to be encrypted using the PUBEK
b. Validate that A1 is a length of 20 bytes, on error return TPM_BAD_KEY_PROPERTY
c. Store A2 in K1 -> authData
10. Store K1 in TPM_PERMANENT_DATA -> srk
11. Store A1 in TPM_PERMANENT_DATA -> ownerAuth
12. Create TPM_PERMANENT_DATA -> contextKey according to the rules for the algorithm in use by the TPM
to save context blobs
13. Create TPM_PERMANENT_DATA -> delegateKey according to the rules for the algorithm in use by the TPM
to save delegate blobs
14. Create TPM_PERMANENT_DATA -> tpmProof by using the TPM RNG
15. Export TPM_PERMANENT_DATA -> srk as srkPub
16. Calculate resAuth using the newly established TPM_PERMANENT_DATA -> ownerAuth
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6.2 TPM_OwnerClear

Start of informative comment:

TCG Copyright

The OwnerClear command performs the clear operation under Owner authorization. This command is
available until the Owner executes the DisableOwnerClear, at which time any further invocation of this

command returns TPM_CLEAR_DISABLED.
End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# | SZ # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerClear
4 4 TPM_AUTHHANDLE authHandle The authorization handle used for owner authorization.

2H1 20 | TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
5 20 | 3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Ignored
7 20 TPM_AUTHDATA ownerAuth The authorization digest for inputs and owner authorization. HMAC key:

ownerAuth.
Outgoing Operands and Sizes
PARAM HMAC
Type Name Description

# | Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerClear
4 20 | 2H1 20 | TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Fixed value FALSE
6 20 TPM_AUTHDATA resAuth Z\I;Ii :rtﬁ:?hr?zation digest for the returned parameters. HMAC key: old

Actions

1. Verify that the TPM Owner authorizes the command and all of the input, on error return TPM_AUTHFAIL.
If TPM_PERMANENT_FLAGS -> DisableOwnerClear is TRUE then return TPM_CLEAR_DISABLED.

2
3. Unload all loaded keys.
4

The TPM MUST NOT modify the following TPM_PERMANENT_DATA items

a. endorsementKey

b. revMajor
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revMinor

tickType
manuMaintPub
auditMonotonicCounter
monotonicCounter
pcrAttrib

rngState

S w oo n

—

j. fipsReset
k. maxNVBufSize

5. The TPM MUST invalidate the following TPM_PERMANENT_DATA items and any internal resources

associated with these items
a. ownerAuth
b. srk
c. delegateKey
d. contextKey
e. tpmProof
f. operatorAuth
6. The TPM MUST reset to manufacturing defaults the following TPM_PERMANENT_DATA items
a. None
7. The TPM MUST invalidate all fields of TPM_STANY_DATA
The TPM MUST invalidate all fields of TPM_STCLEAR_DATA
9. The TPM MUST set the following TPM_PERMANENT_FLAGS to their default values
a. disable
b. deactivated
c. readPubek
d. disableOwnerClear
10. The TPM MUST set TPM_PERMANENT_FLAGS -> ownership to FALSE
11. The TPM MUST set TPM_PERMANENT_FLAGS -> operator to FALSE
12. The TPM releases all TPM_PERMANENT_DATA -> monotonicCounter settings

a. This includes invalidating all currently allocated counters. The result will be no currently allocated
counters and the new owner will need to allocate counters. The actual count value will continue to

increase.
13. The TPM MUST NOT deallocate any currently defined NV storage areas
14. The TPM MUST invalidate all familyTable entries
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6.3 TPM_ForceClear

Start of informative comment:

The ForceClear command performs the Clear operation under physical access. This command is available until
the execution of the DisableForceClear, at which time any further invocation of this command returns
TPM_CLEAR_DISABLED.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_ORD_ForceClear

Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# SZ | # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.

Actions

1. The TPM SHALL check for the assertion of physical presence, if not present return TPM_BAD_PRESENCE
2. If TPM_STCLEAR_FLAGS -> disableForceClear is TRUE return TPM_CLEAR_DISABLED

3. The TPM SHALL execute the actions of TPM_OwnerClear (except for the TPM Owner authorization check)
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6.4 TPM_DisableOwnerClear

Start of informative comment:

The DisableOwnerClear command disables the ability to execute the TPM_OwnerClear command permanently.
Once invoked the only method of clearing the TPM will require physical access to the TPM.

After the execution of TPM_ForceClear, ownerClear is re-enabled and must be explicitly disabled again by the
new TPM Owner.

End of informative comment.

Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# | Sz # Sz
1 2 TPM